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(54) [BW©**H ■fe*aO^«Wi«h>*U>y©*»»r«6« 


(57) [«*|] 

(LSTP)ia^t, ^*fcB^"0*S/*«[ 

sjiBcc-j-a. 

7t ^7^*-Jb*ji-?r^ey- h-r 

5t-'<iI2©7 7 ^7^*-JU©WS(C*4^-5^ 
7>h#. p7r-Y7^*-JHffl©#<f!R*^ h«7-* 
(fcixH-fyf"*-; h) CC«fc^-C-fflS:«iW3*iS. 
ail©7r-(7$*— >U*J»SOCK StSiStf— 
4$7a*->#. 3S1 5)7r ^7 ^ * -JUcDrtSBCC^-S-**- 
-^<K«*-r 6. IB 2 ©7 r -Y 7 £ * -Jl/rtBSS OC K 
S W1& * 5 7 > h IWfcJB^n * 5>#. S 2 ©7 r 4 7 

■5*-ju©rtgisK:*4*5 47> ncfc-jr«*l3*i 

2'j07r ^7^*-JU©^g(!{C*^^3©7"0 + 
-> (*M-/P*i'iP?A) 47 KUXt4Ci4«rt 



&< th 1 rxOV-^^ttm 1 ©* f 

*7^7> f- • 77 - ';$r-^3>£«ltt3tt£4>&< £ 

SSI©*? H?-?i»20*» h7-*©5 5©— # 
©*»; h 7-?©3>f»-$r«iS?:^aiy, f 107 

B^OMfoMl *>Ct It? 5V5 |--)x7 

i. 

♦BEtcr F L'XpIS6^-^'»3St'p + ^&^— < • 

tB5St7 KL^nJtB&f 747> H*»^n*i/&Dt* 
7^T> h • 7 7-^-y 3 >i, 
3Si©7T-fr>5*-;u©^8|5«:*i3. IS l ©* ? h v 

7>f7> ^S7D + ->«h^f l©7 7 -{7')* 

-;i/*^LrttJra-/n+->£©ffi^?:tfC\ *fffl^a + 
i/ifiV- y ci + ©&H ttvJT^h&ffi 

©ffltc^'X • *;i/-;ffifih>*;t/£iiSrr6. ? h 

©S^Offctf©*? h7-d/©3>t*-*««*ffi« 
U »2©77-f7^t-A*isS2©77-/77*-* 
©1*3 SR* 6n»-©««t*tf 5 C £ * «fc 5 CC"T * 
V7 h7i7 ■ 77'J *-Vh>*£«&2©7t 47 

$*-**;*f>ccstr. ttsCTU «:»«©'<*■» b£& 

*? h 

7'o+yi, *ra^a -+->*ss o c k s iitm&m 

?Z h>*;U£fitJ>SU h>*;^i**5SOCKS^- 
^'©y 3 7^Tt^, »*«2«:ffi«©^v h£& 

*•> hv-^am^xT-A. 

&< it 1 -o©-?-;^^^ l ©* ? h V-i'i, * 
h • 77'J*-f a>*8ttiH*Sd>&< £«> 
n©i'7^7>^gtfS2©^^ h •?-*£. mi 
iS2©*-; ^-£©5 £©-;£©*-.> h9-*©3 
SI©7 7^79^M« 
1©77-I7^ - Jl/©rt3l»> &fl«Ke*t*tT 

*ir$a«fc5cc-rsv7 K;^7 • 7?''j^-->3>£ 

£t»*l 077-f79*-Ai, • 77>jy-i/ 

3 >(c<tsr Kux*^^*-^«7'p+->i, * 

7-f7> 1- • TT-'j^-ixa^KiST KUX*lnI«6<C 

*ur> h*»a»-/a*^£. Jfi i©?t 47-7 

©^g|5CC«f3, SSI©** £W2©*» 

* ©ra©2Hs*B * y h 9 - K: & & c^fig a + -> £ £ 


(2) «B83P 1 0 - 2 8 5 2 1 6 

2 

Sl©7 7 47-7 * -MMt«7'n + -Xcf-^ 

*RB^'n + ^*5tr--^i(?JSya * i/*> <=,©««£ * v 4 
T> h**ffi7 , n+^>P,©^£?rgiKL-Ci'7'fr> 

f-iit->-f©rfflfc^-x^;i/-iifg I- >*;i/£H05: 
flHJT'n 3 ts\ «7 , n+y*F,©Si©g 

r 7 P * •> £ ©SMK*H <^f,7i, 
#fH]:7'p*M<:<fc->-c. fcSh/n+j/ --is-, hr -^vts 
«*K«U *©^2©g^^f-,7'i. 

P + ->- -by h7'»7t1l**i£©*SC£K < fcoT*ro 
7*P +-> £ ©&fc£$J < * 7- 9 Vt . 
*M7"P + MC<to-r. *7-f7> h#*SS'7*P + i'©& 
»t£U— ^*»$^P **✓©«&£ **ncL. ^--n&tf 
20 rtifffl^a + ix- -few h7»,^t#ffi**:7 47>h**«:/ 

h 7 v ^tS«4U--^-R»^P*->«ci^fr*xf » 7" 
£> 

-e©^t?Wfl7'P+->*si'7^7> h *!«}:/" n*j/£ 

-^•#^*g7'p+'>£©rfl©^^ • z^-tbxmmtz 

[HWPH5] *IB^P + ->CC < to-C^7^7> 
P * £ tf- ; < KM 7 o + v©f?fl ©8*&£*ttC L fc» 

30 iott + ^'Jf^^hyx-i^^MiXf, 

?•£, 

5 A 7 > h W»^n * •> £U--^*54»7'P * ->©P^-C * 
h 7 » 7-tS«^SC/3j!»>-r S X f 9 7-£ * 3 f, tC^ 

tf. m#gi4{csH»©m 

[3IMBSB3 l->*;V?r^Ufc^5'^7>h£-9--^*© 
RB©r-5f^^7L/c£^iC^7^7> h*?*S7'P 

+ ~> £ if - > mm? p * ^ i ©ra © 1- > * 

f Kl^tf, M$q|5(ceil©«& 

40 [^©^tntcstK] 

[0 00 1 ] 

li^© r 7 T^7^*-jL-j *«ja3n-ri>*Ja^r* 
otfc, ffl»© r^r-fr^*-^ ©i«|UC*4TC 

P/ I P^7^7> h7iS^©(HlG7r^7'7*-JU©rt 
g|»c*4^-^?:7 h" I7t £*sr* Z, 

50 [0 0 0 2] 


r«e*©8»i] » hit. mmm, *w« 

-j b ■ v'u baft (TCP/1 P) 7"n hn;ugf^ffiffl 

-* 7 F±©3>fc-^-^;^Mfe©*3Sftl5?g£f£ 

S. ^ tftiiic. S^-^-A (e-rf 

-;!,)■£, a— {ftfy*- F • *X FCCDy • AsfZ> 10 
Ct*str*SJ:5tc-J-a^O-bX-C*ST elnet 
^ tJ ^_ h . * x Ho««4ci-AA • Ficfe 
j£f ■SC4*J-C#£«fc i 5K:f ST'a ha;l/-c*577 A. 

)m&7uba)i (ftp) ©n^tf-L-tiifif 

[0 00 3 ] P-M-X'J7 • (LA 
N) F7-**Y>*-** FKlJBttf 

oBn-*A- *X F^©7fHz**»»LJ:5 4K# 

B. ? h^cyfe*:* 'J^-rSaSii/c*— © 20 

i>t>i!pa r77^79*-.»H £tasf 

T-fT^*-* • F©m«£4S. *fflW<C7r ^ 
7$ -**r LANrtOt-Xhi 

ojt^i-i-ia— jri*. *«077-(W7 7 ^77 
*-;!/• *xhKfi^U &K7W79*-;i/Jcci* 

2>. C©^«£*B#— a— »f«C#rbrBiiSK&-te** 'J 30 

a— !f otlT-b* a 'Jf^i^-r^O 
*l|ll/<4S. 7T^75*-AOl(Wc^irB, -7 
y 'J TAR. ?x.X<7v j vt> (Wi 1 1 i am R. 
Cheswick)SWf^-7>'M. ^P?-^ 

(Steven M. Be I I ov i n) S© fF 1 r 
ewalls and Internet Secur 

ityj (Ad d 1 s 0 n -We s 1 e y. 19 94) 

[0 00 4] 'J-r4©fy58£#'IWK-rS£|3]E$ 40 

CC£$©a-1f{c«fcS7*4zX£^(Cf £C4£gfg 
L/"C N SOCKStmttlZ YvsXX- + 

^.lif-f -y -t f F • 3 x ( D a v i d C o b 1 a 
s) SO'5->iJl/R. (Michel 1 eR. 

Kob 1 a s) © TSOCKSj (UNIX Secu 
rity Symposium, USEN1X Ass 
ociation. 1 9 9 2) . 7 4 
6t«C^>jf- "J-(Ying-Da Lee) CD I S 


1 0-2 8 5 2 1 6 

4 

oxy across firewalls] (htt 
p://www. socks, nec. com/soc 
ks4. protocol), (L 
eech), M. (Ga n i s ) . Y. 'J — ( L 

ee). R. ^'JX(Kuris). D. 275^ (K 
o b I a s ) . SO*L. ya->X (Jones)© 
TSOCKS Protocol Version5j 
(ftp: // ds. internic. net/rf 
c/rfcl928. t x t) ^JCiatgSntl^. . 
h7>X#- H7D+-> • 7- + T ??tT(i, 7r 
47 9*-JW©1^K:*a*5 4 7> r-4 J:KftS 1 o 
©**$->XrA#. 7W79*--.ikBc*S4#«M* 

y?-fe-y*«»U 1^^:/ o 4©-fe^ 

a> • -fe» H7»7-flf« (fca«7 7 -/77*-A • 
7a*^©»£tCtt&«f £$*g|S*;* F. HTTP 
W^--x+X hfe^-ZP F3JU) ^P + i^©tS^{CB7 
***f 6URL (3.-7 * —A • Uv-X • air- 
*) fc4") icr>^xtfm?2>. 3«c. ^a + i/B. BM 
tt, ^ >-Y7> F©^Ctfi£->T. 
I&JCB7 t 7 -7 * - ;U©^25(c 4> 2,5tJ©*^4S-> X 7" A 
^©Saft*W<S**tf^. 7"n+i/tt, C ©&*££;» 

C & S. M77©8fcr-fe y a > • -tr » F 7 v f 
i^Tlfcft. 7a + ^BC©2o©gMfa-rffiSCcr 
-*©3tf-*P»&t,. **hlfl**ftai**©fliJlft. 
itttl, *fcH3CKtttft>ttl» (fc/cU HTTP=ftv 
• ^n*^©J8^©J:^K:««<D3t-J&«*>Kffi 
f#fSC4«-e*S) . 

[000 5]««rt©flatMB. Wi ?^7^ 

5Jci/fci>£**.SC4;W3H,>. C©*£, ftaSBif 
SB^v^7>F*fi«^-Cl^fc». 77-f77*-* 

7> F#fia3*lfcrt#7--'<*7 KU*f SC4#T 
*S«fc5{C^cl>4^ASC4*J*5. 
[0006] 

Bfttt. eH¥©7r ^70*-;l/ • 7 7 17x7^7 t 
-f77 + -J«CS:MM5Cift<, VrATO 

* s-fe* ^ y ■?■ -< «a<* tifc f >^ 

if a^s *«(»f scit*^ 

[ 0 0 0 7 ] $feBj©ffe©@8<Jtt, ? + *;l/£?>L/c« 
{f©i^iSra T'v-/^ -S0t«^tt©fc«>©« it 

[ 0 0 0 8 ] xsmomomm*. **~<)t<®mz 

titc? * * Jl/*«Sf tr©tBSI8E©fc»©fllA 

*a«f sc4T*,?,„ 

[0 0 0 9 ] *l£Hj<Dffe©@WB. a— tf [ D4^'X v 


(4) 


1 0 - 2 8 5 2 1 f 


[0010] 

[i$si£te'&-fsfcs!>©#&] *iswc«fcs±. «p H i+r 

77*-JU£il£iIfi£'>/fi£}c-f-5. + » 'if i 
{SHr>*'j>^- 7Ph3Aj LSTP (Light 
weight Secure Tunneling P 
r o t o c o 1 ) *5fg{tt3tl£. JlttftiUi. JKDS* 10 
i^^f-Att 1 o©4 3 ra^'a + -> (middle pro 
xy ) i2o©»ag7D*-> ( en d p r o xy ) *>6 
KS^'P + ^^tfflLT. 2 o©7 r -Y T 0 * - 
;U£iijfiLT7-t*7-'-- ht"^iSra«^Si5i-r^o c 
©WStti. Sio^T^r-5*-JU©m*cc$,^ir- 
x£?g2©7 7^77*-;u©^gcc**;^-i'7> h 
#2o©7 r J TV * -)l<Wc»>zmm&<Dtji^Z ■> h 
7-* (fci^ui-i h) ictorfflS^S 

ft*. Sfn©7 7^77*-;l^S|SS0CKSI8j8**£i 
•tr-XflliJ^P + frtS. 3ll©7 7'f7 7:f-;UftS|5lr-- 20 

>h(i, -f77*-;l'f*jS|iSOCKSiStSii' 
r> rM*«7'P+ixKigffi?-&. 

t-7*-;u©Wc*^^3©7 , p+^ (*fB]7-o+^ 

*s> (If-xi^^f 7> r©**«7"a*'>) ftsj&lbtft 

na:e»< LTA>6*[ffl7-a*->^©g^£ggte-<rs/c 
myjco^mm^odfiyic^^xmmcr fl-x 30 

aT^T***:*, 1f-^ii'7'fr> r©|BKC5i£fci|i* 
$ ft -5 . l^t fcliSIS©*^ 7 P * •> 
^LSTPOi? 7P r =1 Jl> i^CCft^r 6 C 

it, &&©7W r^-^a^-fe^ 
$ ft fcilfi u > f * rc«: f- >* ;u 3 ft 

[0 0 1 1] 

U6w©3*«©j&«j mm, #tc0u#iT4i, ^ 

7-t77*-;H 3tCj:- 3 r»li3tlfc2o©^ y b 7 
1 2*^^$nri,^ 0 7 7 -CT7*-;U 

1 3 ti. fSl ©* v h 7 — £ 1 147r-f77* — ;KD 10 
JWfr 6 H C 3 ft 4 *iEiS» 6 AWT S fc »K #Wi 3 
ft*. c©0r-is. * ? I- 7-4M i UAtt©fci§* y 
f-'7-^r*>0. * H7-? l 2«&§>£mu;W>* 

7 t--c*>6. ccD^fl-eti. * » h o-v l l 
* ■ T7"'j4r-i/a>*S»3-&-Cl»*ir-^l 11 
i. 7> I- • T7*ver-^ a>4Slili3-t*TI,»4 

> h 1 1 2CC«t^-C*3*TCl^. 

+ 3<owa{c*4*7-fr> h i i 2±tMHttL 
r^-2>^5--rr>l- • 77 , 'j^-va >«, t-^i 1 

1 ±-CS» LtU6t-^-7yj>r-y 3 >trFL. 50 


**i>7-f 7> h 1 1 2±-C«ttLTl>Sd'5-rT> r 
■77''J^-y 3 >[j;lf-^l 1 l±r^«!iLri>S^ 

i». cnit, c©*fii*J7T^T'>*-;ncj;-,-caiR 
3*TCl^/t*r*S. T&fc^. 77>f79*-JH 
3©BWtt. c©ii^iin-*;u • xur • *? f-7- 

f (LAN) ±T5l»{C»»StiTl»S*<©-9--^t 
?7-f7>FmctAif?4^5 f-7-^1 IT* 

SAtt©3>bra-jr««*«s-racd:T*a. 

[OO12]02iC. *y h7-*2F*3-ClJw< ■ 77 

'j^r— > 3 is^mmsitx 2 i*j??aE-rs 

*«Wil3lttOB««:H^3*i-CI,>S. 0 l 
i 7 ^"CT> h l l 2±V$mL-C\.>Z>?7jT> h • T 
7-'J*—> a >{*t ©«£<>. V-^l l l±r«»L 
Tt-^lf-X • 77 , 'J^->a>?:7 F UX"f S t 

iCfcoTHfti*, 7 7 -f77*-;H3l^7-/7>h 
l l 2±r««H/Tt»4d'7^7> r • 7 7'J^a 
>*S7 7 -f77*-;H 3 ©*!■»«: l 2 l_h 

ftiiV7 h^T-^^-ytCj^-C. 77-T77* 

[0 0 13] m3lCh2-o®*v h 7-?#^3ft-Cl> 
W2©*» r7~* 1 4imiS2ffl7 7 -f7 
7*-JH 5©1f&5c4>&Btt©&S:*7 h7-^r* 
7 7-/77*-JH5BBtt03>f 
a-fie®«:7 7-Y77*-;H 5©*H»*»6l§C3ti 
S^iEttiS«i*>?>«lirS«»:5(cHtt3*TCl,»4. C© 
0r«. 77-f77*-JH5©«»K*Si'7-/7> 
h 1 4 2±X$mL-C\.*Z>>?UT> h • 77'J^-v 
g>«. -f>^-^?H2^Lt77^77*-Jl/ 
1 3 ©«««:* 1 1±-Cttttt,-Cl»4l>w< 

• 77'J^— > 3 >^©7 FU^*a*5Ci3&iT* 

O^L. 77-r77*-;H5ttf7'f7>H4 
2±t?Si«ily-C^Sf -7^7> h -77'J^-V3>Ai 
7r-f77t-JH 5©i1-*{C«|*-rSC<t 364-C*SJ: 

^ (c-r s s oc k s mm*®*, s c i -5©cc*t 

L, 77-f77*-A13BD-'<l 1 l±T8»l/t 

[0014] ffla^W^Mii r^gpj ?7-f7>h 

H3ffl^7>f7>F 1 4 2±-CS«*Ltl^i'7'(' 
7>h • 7 7" 'J*- i/ a ><1 l l±-CStfl6LT 
O^if-X • 77 - 'J4--^3>£7 Kb^T-SCi^r 
#SJ:^K:Lfci,>»^*i*4. c ©*••&. ««ii^S15 
*7^7> h • 77n- -> 3 >*fi^L. li«3*rC 


£ti{£TS. 

[0015] «TK. *JW.«.-3l»"C-tttt**5 C £ 
ft < . X Windows Syste miCfcttS^JS 
.««<CHO-C3iWrS. X Windows Syst 
emB, UNI XV-HXt— ->3>ffl!CM 1 
3ft. F^*Ttt3[^7 y #JL< • a -If • -Y>£ 
(GU I) ©fffiS^DjS^CT-S^^il^-? 

hr*s. amccsHH-rsw-cB. 20© 

7 7 -YT^*-Jl-?r»5„ C©*&]©3SKftttB. SO 
C K S V - h -7 x -Y ft SB© S O C K S 125ft f P f 7 A # 

socKsy- h^*^ji«©if— '<cc«»-rsci*j 

7*5J:5icrSSOCKSA-» *-y*Stc«»3ft 

rt,>s. 

[0016] B4K. *#6lflK:J:a. UfvtilS 

3ft/c h >*A**»-r *fc*{c«a-ra 3-ao* ? 

T. Att©«JK*» h-C* 
S* y f- 2 1 \&Vy 4T*>*->\>2 3lC<k-?X& 

113ft. Bft(Dim*.~j \-V~t>&td£J> h 
r*S*y h7-i'2 2«7r^T'7 *-JU2 5CCj:- 3 
-C{SS3ftTt>S. 7r^7f*-^2 3©«&«C«A 

thoeja:** hc;-d'©-»'r*4X^-^'2 i 1*5* 

•J. 7 T -fT->*-A2 5©W»K«Btt©*JR* » h 
■7-*©— gp-CiSXi'^ YT> h 2 2 2#*>S„ 7 7 
-YT7*-JU2 3£2 5BPS7j£6. l"ftS15j:?7-YT 

SSOCKS*ifi6£i§;iT H6. X?7^T>F222 
HBJi077^7')*-;l'25©imK*4 J t07 FU 

XBifigK^^vrtcc. X7-nh3JU©»<B*E$fi-r*c 

S„ *5YT>H&i*7 r P*S'2 2 3tt. X^7-f7> 
h 2 2 2(c£^TP-#jUX1f~^rS>S<i:7fCji*.S 
fcft. X '7 7 -Y T> h 2 2 2 KBttiEfcill*. SsfcKtffc 

[0017] X-tfw<2 1 1©T Kl^Xli7S6K>-Y>F k 3 
tC-tJ--^'**JS7a + ->2 1 3 #$>SAtt©7 7 -fT^* 
-A 2 3©««KfcH*©tt»*J#fiE-r3. ><!»£* 
'7P*->2 1 3B, £X*7>(T>h £*■?*:< HMJSC 

x-9--^"2 i i tc}g*j|-rsc£#-C5*s. v-xtum? 

p*v2 1 3\3.XV-'<2 1 1 Ki-,to-MXi'7 
-YT> [-©<£*> ten,* Sfc&. C©*B£iXU---'<2 I 
1 5CB1fcIE*ttl&S.ftg#fcl.>. 
[0018] »JS7-o*i/*i* IB^n*i/'v.©ff«*M 
#}-f SCt ic/j: S7c<£>. Wa + -> 2 6 tfftcttetbir 
S„ *7^T> h**SB7"a*^2 2 3 iU--^»JS-yu 
+ v2 1 3B&??©«fiE (fcixliSOCKS) Z&m 
L r ftfllfr f, 34 SPCC 7 7 -Y T -7 * - A * il o T^>R£Tt 


5. +ia^a*i/2 6tt (&?7 -Y7"7*-,iU±©SO 
CKS£l£fflUT) S^O^MS^n + S/CCio-CffiStc 
T KUXaJfiE-C*€,/cJf>. *rfl7'p + i/2 6^/rurx 
^7^7>h2 22iXt-/<2 1 l©Pfl(C^^SS 

m&titut v.? s c £ #r * 4 . 

[0019] «7'n + i/26lW7-f7> f-**«7"P 
+->2 2 3 iif-^*«|^P*i/2 1 3©Pf#(c£-3T 

*?=j47\s vvm-iu^^z 2 3tif-Aii$as 
io -yu+->2 1 3ttssifcfwno7 7 -YT-7*--;b 

2 5RO*2 3 ^ffijgUT^fill^P+i' 2 6 £TKUXlT 
SC£#r#S„ *X-5r- K*Hl7"P+i/4/di1*»© 

->TT KUX3fti©-Ctt&< . HKKffiOttirJlT'P* 
«WTCP/I P»BMi«*«LfflL 
TfflWilWbni. StiESftfc&lgi&B. £©7'p 
^AKiot^StimHSjbf. TCP/ I PS 
^r&0, Lfctf-jTillT**. #«!Btt. TCP 

/i p±-cttraL-ch>*ju*a»*©a«tt**»»; 
20 T- fffiS^tT^ rg-fe+a tjf-^^ah>^>;>y - ^ 
PF^JUj (LSTP) £S«lTS. LSTP«, h> 

^7^7>F«7-a+i/i. ?-r<*»:/n+i/£. 
*H^o+s/©«-c rgbftsj . 

[0 02 0] *$i£:/P*^2 1 3 i2 2 3*i+|B^n* 
5/2 6^©g^*H*&TS Mtftt. **ifg-/P + i>2 1 
3&tf2 2 3^«dL/r^SrJ>f i-^'sOTl'-b^ 
t§%^or^-5A«cj:or±jiSUffl3ftS. ft»:/n* 
S/2 1 3&0'2 2 3B. *IB]:/P*S/!W&tt3ftfcf*l» 
30 '3TtW7'D+->2 6 4©«Slt*ltar5C£*ir# 

6. *IB^o*J/2 6B*»I«:«|»rs*Ma^n*s/*> 

e.^p.ft/cti. hr»^flt**«fiiL.. iatt-rs. 

[002 1] Wa+i/is, f7-f7>h^S!7o + 
5>2 2 3*f>©Siit-^7a + ^2 1 3*>?,© 

«»©2-3©-»f ssa**j$->-a»ati£. *fffl7-p 

2 6 B*© 2 -^©S^CCjBb 0 . ZSmb'U 

stsmtzmtcbx, mmmc 2 10mm y p + ->©rs 

C©«jS«». it>IB^P*i/2 6B 

■ x;u- • *- KJcttO. -*©»ifl^P*s/*J« 
to ^©*?«yp + ^£©H2+a'j7-^ • ^> K^x-f £ 

[0 0 2 2] cntX^7^7> h2 2 2Bf 7-YT> 
f-**4S^P+->2 2 3££&r5C£**-C*. X*-^ 
2 1 1 Ki«««?titl»4*OJ:5K»a7 - B+J/2 
2 3 tcr- X^^^TV h 2 2 2*^©MW 
7-"-$(CJ;ot:. 2^©*^iss7'P + v2 2 3R^2 1 3 
£ *Rfl P + 2 6 i o xm±L 3 ft /c h > o 
-CL STP^ j'z-'Jimtl. ^K-tfttcAo-Cif-^ 
t?}ffi7D + ->2 1 3J»X^-^2 1 1 £©««*Bfl>S-<- 
50 S= *©f*. X* 7-/7> h 2 2 2^F»©r-**H> 
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iffifiLTI^^Ci^TfcCB. X?7>f7>f-22 

2scfcxif->'<2 l l ccfciofc< &(,». f-fii. x 

7> h2 2 2*»6X*-A2 1 l^OPtfrlSjfctttlS. 

c©B#*r. mm>?=>47^ v-wn t> h • 7"n 

[0 0 2 3 ] BfiTSi. -^-AflJ«tja^a + i/Brt» 
X Windows System^WnWII 10 
7'P*^£&*Tf SCitfri*. X Windows 
Sy s t emfvJT^bitirvJTst-Wmffi^U* 
v k S C i ifi -C * . 3 6 K * ^ >f 7 > h If J**ig 7* 

r*sfc»i. a«WfcH»K*©fc*>. x wind 

ows System97>f7>hB77'f7')*-Jl' 
#&(,»*>©£ 5 CCX Windows Systemt 
-^FV^fSCimS (Tftfet. |3)DTK 
U^5J«*v hO-*±8C*S3&>©«J: , 5'C**) . ^Kl 20 

*?4jg 7 - P * S/©««*it*r 5 C £ #r * S C £ 
ST?**^. fc£*.B. ^©♦SWT'n + vAs^^-fr 

[0 02 4] B5B. ?7JT> h • ^P + v-i^RJ]-/ 
tim-cfri,. c©7-p-feXB. tfia^n-ti/*%«3*i 
tvjyy YW*lv**simibZ*\. *IH:7a*j/£ 30 

»^flM8*a*. r*v\-TV?tiMl itt. 2-^©L 

*vB**i£7P*-> • -fe-, hr^HMifcEttofcSL 
2#g©8*S£'f$-? D 1>--v<#mi^n*i/*s*ftft3n. 
*IB 7P + ->i ©g^^H * . ^ n + * 

*l»:/n*VBC©2rX!>Sil**KCL. d?7>f7>h 
,^7'p + v(c^-^' • 7 , n+->£4>lf87'ci*i'©-te v 

>h • ^u + ^ttflH^n+S/O-bv h7v7"W**i£ 

[ 0 0 2 5 ] 7'o-bXfl)i:«*T. 

+->iif-^^*B-/a + >'i©^©^"^ • XJU-©iS:Si) 

h 7 »^t» mm L r £ % h ©*?iS -rfv. + -fe + ^ 
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KB. tv47lsYmfr?u*is1fi*>*3.VT--< ■ ^> 

k * - ? «^ft l- , - 1 mm ^ n * ^ k «t s 

tiSJ:5«:ia^3ti-ri,>S. t-'fS7D-ty|J, -te 

^HWfl^a+i/jcftShS. cot+ a ';t< • 7 - p 
h=ul/*s»rS*l6£. -tz + ay7wfil«;5*ifcll*l* 

7->;>r-^g>i^-^ • 7-/'J^r-->a >£©&&# 
7t7lT&£. »i£© rg-fe + ^yf .<ffifih>*y>y 
••7-nh3JVj (LSTP) *£©7p F3*t«iL 
r 2 -5©77''J > 3 xopfl-cs^rsicc^-f £££ 
{cawiao-rsci*sr*s. -€■©*£*, *^7>H 

• 7^'J*'-i'3>it-rt • T^n-fa^Ktl 

-en©r k uxpiifettt^nfltjtcflais-ttfcc ttctt 
s. 

[0 02 6 ] If-A- ^P + y2 1 3i^7-/7>h • 
7-0+^2 2 31*. ( 1 ) HE. *#ft. at>'<¥££, 
(2) 7 7 ^7-?*-;U©jIift£. U^-^ESU 

■5. 7"P*-> 2 1 3BX1f-^2 1 ItCio 

tXf7-<7> ^<£5Kjl*.. *547> HfcJStT'ci 
*^223BX?7>l'7>h22 2Ki-,tXt-^© 
J:5<C.R*.4. t-^Wo + ^SW7^7> h& 

j e-n-?nx7--^ i y.-xi7 7^7> 

[0 0 2 7] C©|gtia-ew:. 2-3©^7f-9-f21i 

l><^0«tJSfl«^Rofc. Jd 1 K. C©^ 
f«. f->^JUM*SfX Windows Syste 

•fe+^7 • V^j H (SSL) *affiL?t. SSL 
ISIE^f^. ^3tC. 7'a + ^77-f7 , )*-Wrt 

W*> 6 7 r -f 7 ■> * - ;u©^SB^©»«s*stiz-r zct 

3S»r*S«t^{C-J-S«fllt SOCKS*3BELfc. 

rg-b+^yf-^ffitif-^* f ;>^ • 7"p 

(LSTP) Zm%Ltc. 
[0 0 2 8 ] -&wm£Z> r«42+ai;f-^ffaiH>* 
'J>y • 7'P f-n;Uj (LSTP) B. H4K^f«t9 
5C, *-5>f7> h • 7P+y2 2 3 icfiffl7 - P + S/2 6 
i©FB4. 7*p+->2 1 3 4tpfW7p + >'2 6 

tOISir«!ffl1-67-ph3;«*5. »*Lt>*(t«r 
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B. L S T P it^'U * MB©^- * v©t£ 

DOMM0N UN 1 Q U E__ 1 NFO - C©ttfBK 

J: -a r z o<w»^a i; Wi\ 7'a * i/vtwi Z> 
t fc* ». #m 7a co2 -?©&«& 

th-ca. 10 
T0POL0GY_EXCHANGE - Cfliif-> 

gWofci'©TOPOLOGY_EXCHANGE(C 

fc*©h#ay (fciiitt*i». 7Ku*ft£*) mm 

ttflDU *©TOPOLOGY_EXCHANGE%i 

■>cc, £©7 - o*^# t->*;ucBfH?L-ti->£#>£^-r 

PROP E RTY_EXCHANGE - CM, 
CONNECT J 0N_R EQUEST - COg^ 

g#<*ti*«isuc«. R#©h>**«fc±© 

CONNECT I O N_A C KSO'C ON N E C T I O 30 
N_N A C K - C©2^©Ic>§«C«t-9T. CONN 
ECT I ON_REQUEST££WBl£7a*i/S;l:h 

An?**. 

SERV I CE_BEG I N_REQUEST - C 
©S*KJ:oT, *?ii&7'ti*->«, 77'n-> 3 >*i 
7=-£©i*fi£gfJteL, bfc*i^-C»**yt»*Slfi»J 3 

nfc h >^jua^,©^ffl^p3*&-rac i?:ffe^©*?s^' 

SERVICE_BEGIN_ACKMSERVIC 40 
E_BEGIN„NACK - C©2-3©CdS5cJ:^ 
T . KM V P * J/fct* 0 £ 6 ht l > £g«©{£ffl 

-r a r ? - 1> 3 > ©g*£ § ttxti * fc «ms-r s 

SERV I CE_DATA - C©> v -te-^B. 2 

'J*--- >a>©*t*i-t©*t©SERV l C E_D AT A 
tM©77'J^y ; ,>*in©TCP/l PSSK* 50 
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SERV ] CE_DATA„PAUS E - C©y ? 
•te-v'KioT. ^ffl7 - n + ->(Sffe^©^ffi7'D + ->K 

SERV l CE_DATA_RE SUME - C©^ 

* - y cc <t -GfciS7'n * -> ttflk#©»J87a * k 
77'^->a>' r-*©£fI£W53ir*J:^c}^ 

SERV I CE_FREE_REQUEST - C© 

gjfcfcfc-o-r. ^7n+Mi<fe#©tt»:/o+5'«:. 
77 - iJ>r-y3>^7L h JUffflteJKJBrrs C 

i**-ca s t i *a»i-r s c i *j-c* s. 

SHUTDOWN - Ci-UC^-oT, 1**^0 *J/tt 
f6^©it*«57'n + ^Kji^a-r-2,C iicioT h>*ju?r 

ERROR - C©^ ^ •b-yfCt-st. &ffi7'o + 
- AM* ji*-r * C £*i-C* S. 

[0029] LS7PZm6tC£tlbZ. &?7J©3o© 
^ »-fe-S/tth>*;l/©-b? f-7 -j V t,<gm*>iSi*)lctb 

COMMONUN I QUE_ I NFOi 
TOPOLOGY_EXCHANGE LSTP^»t 

£&#t * t 7 y 4r - >- 3 >©£.g{cit. d xvmv v > 
**©***»5fc»ccttffiStiS. *©iX©^vfe- 

ySERV I CE_DATAB. J&ST'Ci + Mffl-C^T' 

©^©2 0©y -y-fe-vB. 7 7 ,| J^->3>-f-$l 

h >*;H*W© i"j - >7 ^fcftS fcjfrtcttflj 3 h 

[0030] c© re-fe+ay?- 4«an/*y>y • 

^nh3;Uj (LSTP)H, Y's*)\;HWmt.=!>4 

[o o 3 i ] ^4Sy"o+^©iifetia^07tc^-r o c© 

7'n-feXBtS^^n -^7 0 1 -C*Rfl.7a + v«c^-r 

t?KfiS7-n*i/«@^©C0MM0NUN I Q U E_ I 
NF0MT0POLOGY_EXCHANGE-b7 h 

7 0 3T^7'D + ->Bt©7'Q*y©COMMONU 
N I QUE_I NF0MTOPOLOGY_EXCH 
A N G E -fe 7 h 7 * ^flWB * «WB fxx * F>g 
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h. ltt^a?>7 0 4T. TOPOLOGY„EXC 
HANGEt»h7» 7t»«K*-3(, O 

D^7 0 6-Ct + ^Jr^ • ^> Ky*-*#6M&3 

tih. f-srfcuw^KB. tiSfe-^D y *7 o 7 re© 
* i/B-te* * 'J ?■ -* • ^ > K i/ x - 1> *ftr>. 

%JtZ>t. «te^P9*7 0 9r&it£7'P*vB-te* 
a'jf^SaStlfcfttSt^OtCOMMONUNIQ 10 
UE_I NFOS.O'TOPOLOGY_EXCHANG 

E-b » h 7 v -jmnzmmmTz. mte^p 9 * 

7 1 OT^o + i/B-b**yf--*fiiai3*ifc«t«*^0 
tfiyCOMMONUN I QUE_ [ NFO&O'TOP 
OLOG Y_E XC H ANGE-te v HT»7flMl**tf 
R*. ffitfr 7^9*7 1 ir©W»ftC«t«3CCD»Sg^D 

•;?7 1 2-CC©7'D+^BD-*JU • *5-fT> h ■ 

r^'J*— i/a>***«-rs©*^-3. «^d^7 

1 3"CP-*JU • *7^7> h ■ 7^'J^-^3>« 20 

mtxzt, m&vvti i 4-c rg^a'jf-fffi 

SEh>*ju • ?'p h^jKLSTP) £teffiL-r*©« 
hr-^sn. tishi. -encc^Lr. *y 

Br^o»^7l ir©*#HcJ:9c©:/P*y#1>wN' 
IMB^n + i/r**)!^ iS£^a^7 l 5T-/P* 
yB{fcS©**$7 - n*y#^*S*r*©*f3o„ & 
«67'P^i'7 1 6 -Cffi#©tei» ^n*^>6C ONNE 
CT I ONJEQUEST^ 

P) *«y8 0T-t©fttt*Hz? F7^3h. tiSh 30 

[0 0 32 ] *m^D*i/©»*iH*ISI8{Cjj*r. C© 
7'n-fe^B. JpJK^avf 8 0 l -c2Ut/n*j/*>fc© 

©SSSfrfcO-STSCOMMONLIN 1 QU E_ I N 
F O jt -b - y *igete 3 ft r I > * £' 5 #> £*Wrr * . 

iB«3ftn.>&i>«te. i^d>?8 0 4-ccomm 

ONUN I QU E„ I NF OSO'TO PO LOG Y_E 40 
X C H A N G E jt -isisitpfSl 7n Ctiatff. 3 ft, 
^P-teyUJ^fcr/P 9 * 8 0 1 KRO. *rU 

©ffiKCt^oTSflL/tCOMMONUN I QUE_ I 
NFO*Wc!2tS.3ttTl>fcCOMMONUN I QUE 
_I NFO£-grT «ffi7D»*8 0 5«O 

2 -?©&*£ * *t tc l r 2 o©ia^ -rv * y m tone* m 

\L?Z>. -SL/cCOMMONUN I QU E_ INFO 

9*8 0 6 rsBtt«*»p>»i3 ft*, ate^ 

0 7T\ COMMONUN I QUE__I NFO 50 
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SO'TO POLOG Y_E XCHANGE-fe? Y 7 v V 

««** 2 -3©*r fcK-» o taw -+ ->m -cstft § 

ft, #1^0^8 0 CCt. ifilS7"a + y 

*>6>©ilrU>8iR-CB&l,»j< 9 -b-yf&jWgl/fctB^, 
9 * 8 o 8 r. *{f:r- dr*j#-3Rff©ansW 

©<fc 5 ttW/&t#tt\.*t*&i&Wi-7a 9*801 icm 
i>. **»^b> I^o?i'8 0 9rM^ti^ii 
• *ju-£ Lrfitters,, r&*>*i. ^ra^n+y 

B-^©&^#>f>iKi7 ; --£££WBX*L ^©7-"--££ 
3 ti/c*S« ?'p + y ©>Pt©ftk^©«^-Ci*mr 4 . 
[0 0 3 3 ] K9!*|M»K:TSfc«>fc 1 ^©*IBJ^"a* 
y*inUfc. ffl»©*ffl^a+->**^-5r- K 

tit§gr£e £*>-?;*£. c©ts^. -tn?.©*w^o + 

y © 5 ^ ©(, >< , $ 2 ©*{f «*S*fS-3©"T?tttt 

< ifiBf^H 7-n ©g^^iiiLr s «t ^ Kflifisr 
^r*. cn*H9«:inr. c©ta£. Att©aa*» 

h7-**/cB-C> h 7^ 9 1-2 lttXt-A2 l l 
i, 7t -fT^*-Jl'2 3©WaE5C*S1f-vS#R}jjj7'0 
+->2 13i|;gtp. X*7-f T> h 2 7BX-tf-^-2 
1 l±TSIttLTl>£T-/'J*--S'3>£7FL<Xl,<i: 

8£^LTC©&i&£g|5(cr-£>,, iHl^iCLT, H 9 
BX*5>fT> f- 1 X^-^©S^^b-C^-2,fc9-& 

[0 03 4 ] *!6W©C©«S*Jli««:j:S«ai»-c 
B, 2^©7'Oi'7A«fflt5. -77©7'P*7AB 
X Windows S y s t e m * 7 -f T> h ©7' a 
+i/iLT«teU. ^©yn^^ABX Windo 
ws System^Wn + Viltim. 
*7^T>HBJ-/P*->B^^9 (r^£tD^ 
-f>*-*? h) ±-C«ttb. L/cAWtX Wind 
ows Sy s t em*7>fr>hCC«fc- 3 -rr KU^5 
hictmi. c©^*7-fr>hi]7'P+y 

B . 7 r 4 r * - A £il -3 r F*3SP©-y - 7 - p + -> 
k,E<y>V y -i7^* — JU^S OC K S-'" ; 9 -5" — y^rijfjffl 

or. rt»socKS«»-/n*5A!WS-!J---e** 

T h" IsZLXmMTZtcltXDy- h ^ i -f LTt,> 

[0 0 3 5 ] 0 1 OiC^TJ^Ct, 3 6{£i88r*t£ 
ta-^t, FTP. TELNET, HTTP, RO'SM 
TP«r£'©>f>dr-* 9 h • 7'Pi/7A©iBJ)D©SOC 

m*fcBa»©7T-fr'>*-A*^ty- h-c* 

SJ:^{C/d:4 0 CO^tCtot, SOCKSt-^O 
OCKSggli6TCP/I P*^-fT>hBh>*^©ffe 
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■5»£-c*->-cfc. F >*JUg&£m-©7 7-^79 * 

XJb-iL-C««L«W>fca. -9— ^**&7'a*->2 2 
3£ ?7-^7> F**ijii7'o*^2 1 3£©R8TLSTP 
C©j9S«-C«. Wfl7 - D + y2 6i2 
o©^n + ^2 13M2 2 3tt, S0CKS+/- 
m'2 6 1 iftf£?Z>, 2o«^a4 S/B, SOCK 

[0 036] RTELNET. RFTP, RHTTP 
(Sal^rRj «jl&*7^T> f-tfSOCKftSft-t 
C^C£%^T) ft £'©<* *>CCSOC Kit? ftfc£<© 
ffl?<09 : ?J7> F***£. Ctl6©i'7^r> Hi. 
mmfflctty r 4TV*-*±icib& SOCKS 
i©SN«*JH«pO-Cfc»). Lfe#iTSOCKS1f-^ 
ic socks?' a f-a^ijSg-rsciJcJrorH^ 
0. SOCKSD--*ifil£Sti>Ctimfi*Z m 20 
[0 0 3 7 ] h>**{cSOCKS-9--^«WB*#Jn-r 

gT^TO^Kft*. if «, RTEL 

NET%l$ffllt7T ^79*-JMc8i&-f StttoO 
tC. RTELNET^rftfflL/TSOCKS^PlSIf- > 

&©7r ^77*-Jl<£jlj8T6C£#r;*£. C©f 
|»*©fc5— 3©#*;&B. h>^Jl'©flS^^lo©7 - 
O hajl/ (t^SOCKS) *fflnO. TELNE 
T. ETP, HTTPft^©^a hzUW±t**Wm* 30 
ZCtVbZ. SOCKS^Bfttf. TELNET, 
FTP. HTTPtti'*B»fC(6afr4J:5Kh>* 

jufc^jE-raittsa^caticcft*. setc, ipso 

CKSS»i>5 47> F#SOCKSt-^KMLTfi 

r. £'©<fc9fti'5^7> F • 7^'i7-ya>ns 
0CKSBJW*»^a + i/CCT9-fexr*4J:^{C-rs 
c £#-?*£„ 

CO 03 8] «±. *SWK-3l>TUN IX7-?Xf 

-->3>±^<Wrr£JS£«co<,>rsftiyji,/c. Tttb 40 

*>, *^7>f. ^7 - u+->, aut^ra^ 

a+^it^TUN i X7-fxf L -^ 3 >±rjliS? 
iiTl>5. fciitf, ^©fflji^«ffloJ86ft 

igffiJcJr^TB^u + ^a^-v^ji- • 3>f^-* 
(PC) *fcB;M> • 7 U-A • 3>t a -* ±-C§t 
ii-rSftCiSSBftl*. Chtt. UN I X££*>6giJ© 

4. Httfc. S7'n + ^/j:4^- K7*7/77 F 

+^7'p + v. R<y : fte©*?iS-7a#->Aih>^^ 50 


£tb*8Wg#Lfti.>. 

[0 0 3 9 ] ^tftiLT, *«W©«te6«:M0-CtlT 

©*^*M^-rs. 

[0 04 0] ( 1 ) • 77-'Jir-: ^3>*S(»3 

#4. / i>ft< £t>lr?©-*-;-<£&tr®l©*», b1~i> 
t, ?7-/7>F • 77''J^-^3>£affli3tfa4>ft 
< £& 1 0©?5-f7> bZ^tsmZV* y bV-f 
£, Sl©^f F 7-?£??l2©* ? F^-*©^© 
-£©*? h7-?©=0£*--**il*fi!au SI 
©77^77* -Jt/#3S 1©7t-/79^ - JU©|*gg|$A> 

e.w-»^©ss»*tf5ci*ir*sj:^{crsv7 F7 

x7 ■ 77'>J-!r-— >3>££tf. 3n©7r -T77 + - 
JU£. TOt7 FU^nlteW-^Wn + ^Mt 

• 77''J^a>i, fflSCcr FUXnJUB&f 5 
-f7>f-*fcS57-a + ->Riy:^7^7> F • 7 7-^-y 
g>£ > £l©7W77*-JU©S1-8Wc* , 3. S81 © 

|-9-*<h#2©*5r f-7-4»©IH©#<HB*5» F 

+ Vi ^ 5 7> Whl 1 ©7 r 

^77*-^£:ftOT#IH]7"a*^£©«&£fTO. * 
m T'a + -><Wf7 a * h ©«& £ f 5 A 7 

> Fif*$7-U*^*>6©&i&£££iftLT? ;M7> F 

(2) mi<D*-j YV-tP k&2<D*v b 7-*©5£ 

2©7 7 -{TV *-)Ufifk2<D7 r * -)l><D}ft$il 
*>6J1«^©«l»*<f'JCi3Wt?#4J:5Cc-r*V7 F 
7*7 •77 - 'J-7---> 3 >£Str|&2©7 7'f77*- 
S e>fc£tl, ±E ( 1 ) {CE«©^^ 7 F£fc* ? 
F 7-^iifi^XirA. 

(3) 7" P =*->£. ?5 47>HS48:7a* 
->£. *M^O*^SOCKS-9--^«BWe*W-r4 F 
>***1»JSE0. F>*Jl^##S0CKS+/--^©:7 
3^*jttf-TS, _hta (2) CCK*©'<4r? F£&*-> 

(4) • TZfi)>r-i/3>*U9hZl£Z>ptj:< £ 
i>\m-y-->**-£ti3i\<D*v by -ft. 

>h • 77<)lr--i/3>*im21t6'J>rj:< t i> I o© 
?7-f7> h*«tr*2©*» h'7-*£. ^1 £^2 

©^•■^ h7-?(D^©-*©*^ f- 7-?©3>t'a 
-fiflWSrfiKBIl/. Hl©7 7^79*-;U*5mi©7 
r-f77* - Jl/©rt»* e.iWS«:«tt%tf 5Ci *it? d 
4J:5KrSV7 I")x7' 7 7"V^r— >a>£^i?3fl 
1077 -Y 77*-Jl-£, • 7 7"'jy-: ^ 3 >iC 

ck i, 7 F U XAi^fttf-^'^JST-a *S/i . d; 7 ^ 7 

> F • 7 7"'J>r-'>3>CC < J:-2.7 F UX*5nJfi6ft^7 
7> F^«7 - a + ->£. mi©7T-f77*-JU©^3[5 
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©#fl*l* y Y rJ-VpUC&ZtpWJv^^tZSts'* 
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